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The purpose of this modification is to revise Section H to incorporate a new contract

clause titled H.60 Multifactor Authentication for DOE Information Systems (JUNE 2016).
See page 2.
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Background for Modification 153:
On May 26 2016, the Deputy Secretary issued a memo directing all DOE elements to take actions to

accelerate implementation of multifactor authentication (MFA) to aid in protecting Federal information and
networks. The memo also directs the DOE Senior Procurement Executive to take action to ensure existing
contracts are updated or amended to include this requirement.

Although Contract DE-EM0001971 already contains DOE Order 205.1.B - DOE Cyber Security Program
and the contractor has been taking actions to implement MFA, the MFA requirement has not been
incorporated into the contract. In accordance with the Deputy Secretary’s direction, the following new
clause, H.60, is added to Section H of the contract to incorporate the MFA requirement with a completion
date of September 30, 2016.

H.60 MULTIFACTOR AUTHENTICATION FOR DOE INFORMATION SYSTEMS (JUNE 2016)

The Contractor shall take all necessary actions to achieve multifactor authentication (MFA) for standard
and privileged user accounts of all classified and unclassified networks by September 30, 2016. In so
doing, the Contractor shall comply with the requirements and procedures established in the document “U.S.
Department of Energy Multifactor Authentication Implementation Approach.”

The Contractor shall report its progress in achieving the implementation goal by September 30, 2016 to
the Director of the Office of Business and the CBFO Chief Technology Officer on a bi-weekly basis.
END OF CLAUSE

Forwarded with the modification is a copy of the document referenced in Clause H. 60 titled “U.S.
Department of Energy Multifactor Implementation Approach” dated June 6, 2016 (v.6.2.0).

All other terms and conditions remain unchanged.

Page 2





